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DETAILED ACTION 

Response to Amendment 

Amendnnent received on 12/26/2007 is acl<nowledged and entered. Claims 1-373 
liave previously been canceled. Claims 374 and 376-379 have been amended. Claims 
374-379 are currently pending in the application. 

Specification 

The disclosure is objected to because of the following informalities: 

Lines 34 and last line on each page appear to be illegible and have missing 

words. 

Appropriate corrections are required. 

Claim Rejections - 35 USC §112 

The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification sliall conclude witli one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

Claim 376 is rejected under 35 U.S.C. 112, second paragraph, as being 
indefinite for failing to particularly point out and distinctly claim the subject matter which 
applicant regards as the invention. 

Claim 376 include the following phrase in parentheses: "(or WWW server 
connected thereto)". The use of parentheses is confusing, because it is not clear 
whether the limitation in the parentheses be given patentable weight, or not. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or deschbed as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the phor art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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Claims 374, 375, 377 and 379 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Murphy (US 6,317,500) in view of Alcorn et al. (US 6,104,815) 
and further in view of Teare et al. (US 5,243,652) and further in view of Stingone, 
Jr. (US 6,263,280). 

Claims 374 and 379. Murphy teaches a method and system for location- 
sensitive decryption of an encrypted signal, comprising: 

downloading encrypted content over a network to a remote network computing 
device (receiver) (C. 7, L. 30-55); 

embodying a global positioning system (GPS) chip into said network computing 
device (C. 6, L. 46-56); 

programming said GPS chip in said network computing device so as to decrypt 
said encrypted content only when said computing device is present in an authorized 
(licensed) site location (C. 6, L. 46-56); 

disposing said network computing device at said authorized location so as to 
automatically enable said network computing device to decrypt said encrypted content 
(C. 6, L. 46-56), 

wherein said content is visually or sonically presented by the device (C. 7, L. 36- 

37). 

While generating time coordinates is obvious feature of GPS technology. Murphy 
does not explicitly teach said feature. Also, Murphy does not specifically teach that said 
network is the Internet. Also, Murphy does not specifically teach that said device 
decrypts said encrypted content at a time different from said downloading. 

Alcorn et al. (Alcorn) teaches a method and system for providing encrypted 
communication between a remote network computing device (receiver) and a server, 
said remote network computing device including a GPS unit for generating geographical 
and time coordinates, and an encryption/decryption unit for enabling secure 
communication with said server over the Internet (C. 5, L. 16-21; C. 6, L. 28-33, 39-40, 
54-56), wherein said server authorizes said network computing device to access a 



Application/Control Number: 09/579,035 
Art Unit: 3628 



Page 4 



content only if said networl< computing device is in a valid location and at the valid time 
(C. 7, L. 14-17, 23-25), thereby indicating determining when and where the received 
encrypted messages have been decrypted and displayed. 

It would have been obvious to one having ordinary skill in the art at the time the 
invention was made to modify Murphy to include generating time coordinates and 
transmitting said time coordinates together with geographical coordinates to a secure 
server, and determining when and where the received encrypted messages have been 
decrypted and displayed, as disclosed in Alcorn, because it would advantageously allow 
to enhance the security of the system thereby preventing possible fraudulent activity 
with the receiver. And It would have been obvious to one having ordinary skill in the art 
at the time the invention was made to modify Murphy and Alcorn to include that said 
communication is conducted over the Internet, as disclosed in Alcorn, because it would 
advantageously allow to save funds by using the existing largest network rather than 
investing into a dedicated one. 

Teare et al. (Teare) teaches a method for accessing location-sensitive data, 
wherein a mobile device having encrypted programmed material onboard travels in 
space and time, and wherein, upon detecting that time-position signature data of said 
device matches a predetermined value, said device is enabled to decrypt its encrypted 
programmed material (C. 1, L. 40-55; C. 2, L. 1-6). 

It would have been obvious to one having ordinary skill in the art at the time the 
invention was made to modify Murphy and Alcorn to include that said device decrypts 
said encrypted content at a time different from said downloading, as disclosed in Teare, 
because it would advantageously allow to provide location-sensitive control over a 
mobile system in a secure manner, as specifically stated in Teare (C. 1 , L. 32-37). 

Also, the combination of Murphy, Alcorn, and Teare does not specifically teach 
that said web-based server is configured to allow monitoring of TS trajectories of each 
network computing device. 

Stingone, Jr. teaches a global locating and tracking method and system for 
tracking the geographic position of a remote unit worn or carried by a user, the 
geographic position is then displayed at an Internet world-wide-web site (C. 1 , L. 41-55). 



Application/Control Number: 09/579,035 
Art Unit: 3628 



Page 5 



It would have been obvious to one having ordinary skill in the art at the time the 
invention was made to modify Murphy, Alcorn, and Teare to include that said web- 
based server is configured to allow monitoring of TS trajectories of each network 
computing device, as disclosed in Stingone, Jr., because it would advantageously allow 
to provide an authorized personnel with an access to this information throughout the 
world, as specifically stated in Stingone, Jr. (C. 3, L. 44-48). 

Claim 375. Alcorn teaches transmitting by said receiver a digitally-signed data 
package to a time and space (TS)-stamping tracking server for receiving and 
processing said digitally-signed data indicative that said network computing device is 
present at said predetermined TS coordinates and automatically transmitting said 
package back to said receiver to enable said receiver to access said content (C. 3, L. 
60-62; C. 10, L. 18-22, 56-61). The motivation to combine the references would be to 
enhance the security of the system thereby preventing possible fraudulent activity with 
the receiver. 

Claim 377. Murphy teaches said method and system for location-sensitive 
decryption of an encrypted signal, comprising: 

downloading encrypted content over a network to a remote network computing 
device (receiver) (C. 7, L. 30-55); 

embodying a global positioning system (GPS) chip into said network computing 
device (C. 6, L. 46-56); 

programming said GPS chip in said network computing device so as to decrypt 
said encrypted content only when said computing device is present in an authorized 
(licensed) site location (C. 6, L. 46-56); 

disposing said network computing device at said authorized location so as to 
automatically enable said network computing device to decrypt said encrypted content 
(C. 6, L. 46-56), 

wherein said content is visually or sonically presented by the device (C. 7, L. 36- 
37); and 
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disposing said networl< computing device at said autliorized location so tliat said 
networl< computing device is enabled to access a prescribed communication network 
(C. 7, L. 30-55). 

While generating time coordinates is obvious feature of GPS technology, Murphy 
does not explicitly teach said feature. Also, Murphy does not specifically teach that: 
said network is the Internet; and 

said "enabling" of said network computing device includes enabling said network 
computing device by a TS-stamping tracking server. 

Also, Murphy does not specifically teach that said device decrypts said encrypted 
content at a time different from said downloading. 

Alcorn teaches said method and system for providing encrypted communication 
between a remote network computing device (receiver) and a server, said remote 
network computing device including a GPS unit for generating geographical and time 
coordinates, and an encryption/decryption unit for enabling secure communication with 
a TS-stamping tracking server over the Internet (C. 5, L. 16-21; C. 6, L. 28-33, 39-40, 
54-56), wherein said TS-stamping tracking server authorizes (enables) said network 
computing device to access a content only if said network computing device is in a valid 
location and at the valid time (C. 7, L. 14-17, 23-25), thereby indicating determining 
when and where the received encrypted messages have been decrypted and displayed. 

It would have been obvious to one having ordinary skill in the art at the time the 
invention was made to modify Murphy to include generating time coordinates and 
transmitting said time coordinates together with geographical coordinates to said TS- 
stamping tracking server for enabling said network computing device, and determining 
when and where the received encrypted messages have been decrypted and displayed, 
as disclosed in Alcorn, because it would advantageously allow to enhance the security 
of the system thereby preventing possible fraudulent activity with the receiver. And It 
would have been obvious to one having ordinary skill in the art at the time the invention 
was made to modify Murphy and Alcorn to include that said communication is 
conducted over the Internet, as disclosed in Alcorn, because it would advantageously 
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allow to save funds by using the existing largest network rather than investing into a 
dedicated one. 

Teare et al. (Teare) teaches a method for accessing location-sensitive data, 
wherein a mobile device having encrypted programmed material onboard travels in 
space and time, and wherein, upon detecting that time-position signature data of said 
device matches a predetermined value, said device is enabled to decrypt its encrypted 
programmed material (C. 1, L. 40-55; C. 2, L. 1-6). 

It would have been obvious to one having ordinary skill in the art at the time the 
invention was made to modify Murphy and Alcorn to include that said device decrypts 
said encrypted content at a time different from said downloading, as disclosed in Teare, 
because it would advantageously allow to provide location-sensitive control over a 
mobile system in a secure manner, as specifically stated in Teare (C. 1 , L. 32-37). 

Also, the combination of Murphy, Alcorn, and Teare does not specifically teach 
that said web-based server is configured to allow monitoring of TS trajectories of each 
network computing device. 

Stingone, Jr. teaches a global locating and tracking method and system for 
tracking the geographic position of a remote unit worn or carried by a user, the 
geographic position is then displayed at an Internet world-wide-web site (C. 1 , L. 41-55). 

It would have been obvious to one having ordinary skill in the art at the time the 
invention was made to modify Murphy, Alcorn, and Teare to include that said web- 
based server is configured to allow monitoring of TS trajectories of each network 
computing device, as disclosed in Stingone, Jr., because it would advantageously allow 
to provide an authorized personnel with an access to this information throughout the 
world, as specifically stated in Stingone, Jr. (C. 3, L. 44-48). 

Claims 376 and 378 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Murphy in view of Alcorn et al. and further in view of Dowling 
et al. (US 6,522,875). 
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Claim 376. Murphy teaches said method and system for location-sensitive 
decryption of an encrypted signal, comprising: 

downloading encrypted content over a network to a remote network computing 
device (receiver) (C. 7, L. 30-55); 

embodying a global positioning system (GPS) chip into said network computing 
device (C. 6, L. 46-56); 

programming said GPS chip in said network computing device so as to decrypt 
said encrypted content only when said computing device is present in an authorized 
(licensed) site location (C. 6, L. 46-56); 

disposing said network computing device at said authorized location so as to 
automatically enable said network computing device to decrypt said encrypted content 
(C. 6, L. 46-56), 

wherein said content is visually or sonically presented by the device (C. 7, L. 36- 

37); 

tracking the exact location of said network computing device (C. 8, L. 9-18); 

notifying authorities (an enforcement agency) that unauthorized action is 
performed with said GPS-enabled computing device (C. 8, L. 19-28). 

While generating time coordinates is obvious feature of GPS technology. Murphy 
does not explicitly teach said feature. Also, Murphy does not specifically teach that: 

said network is the Internet; 

said tracking the exact location of said network computing device is performed by 
a TS-stamping tracking server; and 

said enabling of said network computing device includes partially enabling said 
network computing device while being outside of the authorized location. 

Also, Murphy does not specifically teach that said device decrypts said encrypted 
content at a time different from said downloading. 

Alcorn teaches said method and system for providing encrypted communication 
between a remote network computing device (receiver) and a server, said remote 
network computing device including a GPS unit for generating geographical and time 
coordinates, and an encryption/decryption unit for enabling secure communication with 
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a TS-stamping tracking server over the Internet (C. 5, L. 16-21; C. 6, L. 28-33, 39-40, 
54-56), wlierein said TS-stamping tracl<ing server autliorizes said networl< computing 
device to access a content only if said network computing device is in a valid location at 
the valid time (tracking feature) (C. 7, L. 14-17, 23-25), thereby indicating determining 
when and where the received encrypted messages have been decrypted and displayed. 

It would have been obvious to one having ordinary skill in the art at the time the 
invention was made to modify Murphy to include generating time coordinates and 
transmitting said time coordinates together with geographical coordinates to a secure 
server, and determining when and where the received encrypted messages have been 
decrypted and displayed, as disclosed in Alcorn, because it would advantageously allow 
to enhance the security of the system thereby preventing possible fraudulent activity 
with the receiver. And it would have been obvious to one having ordinary skill in the art 
at the time the invention was made to modify Murphy and Alcorn to include that said 
communication is conducted over the Internet, as disclosed in Alcorn, because it would 
advantageously allow to save funds by using the existing largest network rather than 
investing into a dedicated one. 

Dowling et al. (Dowling) teaches a method and system for geographical web 
browser, comprising a mobile network computing device (a mobile unit) equipped with a 
GPS unit and a browser, and a communication server, wherein said communication 
server controls flow of information to said mobile unit based on GPS (location) 
information received, thereby suggesting partial enabling of said mobile unit (C. 3, L. 1- 
3; C. 4, L. 31-42). 

It would have been obvious to one having ordinary skill in the art at the time the 
invention was made to modify Murphy and Alcorn to include that said enabling of said 
network computing device includes partially enabling said network computing device 
while being outside of the authorized location as suggested in Dowling, because it 
would advantageously allow to limit information provided to a user of said network 
computing device to information which is specific to a particular geographic location, 
thereby decreasing time required for processing said information limited an amount of 
information. 
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Teare et al. (Teare) teaches a method for accessing location-sensitive data, 
wherein a mobile device having encrypted programmed material onboard travels in 
space and time, and wherein, upon detecting that time-position signature data of said 
device matches a predetermined value, said device is enabled to decrypt its encrypted 
programmed material (C. 1, L. 40-55; C. 2, L. 1-6). 

It would have been obvious to one having ordinary skill in the art at the time the 
invention was made to modify Murphy, Alcorn and Dowling to include that said device 
decrypts said encrypted content at a time different from said downloading, as disclosed 
in Teare, because it would advantageously allow to provide location-sensitive control 
over a mobile system in a secure manner, as specifically stated in Teare (C. 1 , L. 32- 
37). 

Also, the combination of Murphy, Alcorn, and Teare does not specifically teach 
that said web-based server is configured to allow monitoring of TS trajectories of each 
network computing device. 

Stingone, Jr. teaches a global locating and tracking method and system for 
tracking the geographic position of a remote unit worn or carried by a user, the 
geographic position is then displayed at an Internet world-wide-web site (C. 1 , L. 41-55). 

It would have been obvious to one having ordinary skill in the art at the time the 
invention was made to modify Murphy, Alcorn, and Teare to include that said web- 
based server is configured to allow monitoring of TS trajectories of each network 
computing device, as disclosed in Stingone, Jr., because it would advantageously allow 
to provide an authorized personnel with an access to this information throughout the 
world, as specifically stated in Stingone, Jr. (C. 3, L. 44-48). 

Claim 378. Murphy teaches said method and system for location-sensitive 
decryption of an encrypted signal, comprising: 

downloading encrypted content over a network to a remote network computing 
device (receiver) (C. 7, L. 30-55); 
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programnning said GPS cliip in said networl< computing device so as to decrypt 
said encrypted content only wlien said computing device is present in an autliorized 
(licensed) site location (C. 6, L. 46-56); 

wherein said content is visually or sonically presented by the device (C. 7, L. 36- 

37); 

tracking the exact location of said network computing device (C. 8, L. 9-18); 
notifying authorities (an enforcement agency) that unauthorized action is 
performed with said GPS-enabled computing device (C. 8, L. 19-28). 
Murphy does not specifically teach that: 

said tracking the exact location of said network computing device is performed by 
a TS-stamping tracking server; 

said network is the Internet; and 

said enabling of said network computing device includes partially enabling said 
network computing device while being outside of the authorized location. 

Also, Murphy does not specifically teach that said device decrypts said encrypted 
content at a time different from said downloading. 

Alcorn teaches said method and system for providing encrypted communication 
between a remote network computing device (receiver) and a server, said remote 
network computing device including an encryption/decryption unit for enabling secure 
communication with a TS-stamping tracking server over the Internet (C. 5, L. 16-21; C. 
6, L. 28-33, 39-40, 54-56), wherein said TS-stamping tracking server authorizes said 
network computing device to access a content only if said network computing device is 
in a valid location at the valid time (tracking feature) (C. 7, L. 14-17, 23-25), thereby 
indicating determining when and where the received encrypted messages have been 
decrypted and displayed. 

It would have been obvious to one having ordinary skill in the art at the time the 
invention was made to modify Murphy to include that said tracking the exact location of 
said network computing device is performed by a TS-stamping tracking server, and 
determining when and where the received encrypted messages have been decrypted 
and displayed, as disclosed in Alcorn, because it would advantageously allow to 
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enhance the security of the system thereby preventing possible fraudulent activity with 
the receiver. And it would have been obvious to one having ordinary skill in the art at the 
time the invention was made to modify Murphy and Alcorn to include that said 
communication is conducted over the Internet, as disclosed in Alcorn, because it would 
advantageously allow to save funds by using the existing largest network rather than 
investing into a dedicated one. 

Dowling teaches a method and system for geographical web browser, comprising 
a mobile network computing device (a mobile unit) equipped with a GPS unit and a 
browser, and a communication server, wherein said communication server controls flow 
of information to said mobile unit based on GPS (location) information received, thereby 
suggesting partial enabling of said mobile unit (C. 3, L. 1-3; C. 4, L. 31-42). 

It would have been obvious to one having ordinary skill in the art at the time the 
invention was made to modify Murphy and Alcorn to include that said enabling of said 
network computing device includes partially enabling said network computing device 
while being outside of the authorized location as suggested in Dowling, because it 
would advantageously allow to limit information provided to a user of said network 
computing device to information which is specific to a particular geographic location, 
thereby decreasing time required for processing said information limited an amount of 
information. 

Teare et al. (Teare) teaches a method for accessing location-sensitive data, 
wherein a mobile device having encrypted programmed material onboard travels in 
space and time, and wherein, upon detecting that time-position signature data of said 
device matches a predetermined value, said device is enabled to decrypt its encrypted 
programmed material (C. 1, L. 40-55; C. 2, L. 1-6). 

It would have been obvious to one having ordinary skill in the art at the time the 
invention was made to modify Murphy, Alcorn and Dowling to include that said device 
decrypts said encrypted content at a time different from said downloading, as disclosed 
in Teare, because it would advantageously allow to provide location-sensitive control 
over a mobile system in a secure manner, as specifically stated in Teare (C. 1 , L. 32- 
37). 
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Also, the combination of Murpliy, Alcorn, and Teare does not specifically teach 
that said web-based server is configured to allow monitoring of TS trajectories of each 
network computing device. 

Stingone, Jr. teaches a global locating and tracking method and system for 
tracking the geographic position of a remote unit worn or carried by a user, the 
geographic position is then displayed at an Internet world-wide-web site (C. 1 , L. 41-55). 

It would have been obvious to one having ordinary skill in the art at the time the 
invention was made to modify Murphy, Alcorn, and Teare to include that said web- 
based server is configured to allow monitoring of TS trajectories of each network 
computing device, as disclosed in Stingone, Jr., because it would advantageously allow 
to provide an authorized personnel with an access to this information throughout the 
world, as specifically stated in Stingone, Jr. (C. 3, L. 44-48). 

Response to Arguments 

Applicant's arguments filed 12/26/2007 have been fully considered but they are 
not persuasive. 

In response to applicant's argument that the prior art fails to disclose 
In response to applicant's argument that Alcorn and Teare are nonanalogous art, 
it has been held that a prior art reference must either be in the field of applicant's 
endeavor or, if not, then be reasonably pertinent to the particular problem with which the 
applicant was concerned, in order to be relied upon as a basis for rejection of the 
claimed invention. See In re Oetiker, 977 F.2d 1443, 24 USPQ2d 1443 (Fed. Cir. 
1992). In this case. Murphy, Alcorn and Teare relate to providing encrypted 
communication between locations and processing said encrypted data. The motivation 
to modify Murphy to incorporate Alcorn teachings would be the advantage of enhancing 
the security of the system and thereby preventing possible fraudulent activity with the 
receiver. As per Teare, the motivation would be to provide location-sensitive control 
over a mobile system in a secure manner. 
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In response to applicant's argument that the examiner's conclusion of 
obviousness is based upon improper hindsight reasoning, it must be recognized that 
any judgment on obviousness is in a sense necessarily a reconstruction based upon 
hindsight reasoning. But so long as it takes into account only knowledge which was 
within the level of ordinary skill at the time the claimed invention was made, and does 
not include knowledge gleaned only from the applicant's disclosure, such a 
reconstruction is proper. See In re McLaughlin, 443 F.2d 1392, 170 USPQ 209 (CCPA 
1971). Specifically, Stingone discloses a global locating and tracking method and 
system for tracking the geographic position of a remote unit worn or carried by a user, 
wherein the geographic position is displayed at an Internet world-wide-web site. The 
motivation of doing so would be providing an authorized personnel with an access to 
this information throughout the world. 

In response to applicant's argument that the prior art fails to disclose a "partially 
enabling" feature, it is noted that Dowling was applied for this feature. Specifically, 
Dawling teaches a mobile network computing device (a mobile unit) equipped with a 
GPS unit and a browser, and a communication server, wherein said communication 
server controls flow of information to said mobile unit based on GPS (location) 
information received, thereby suggesting partial enabling of said mobile unit. The 
motivation to combine references would be limiting information provided to a user of a 
network computing device to information which is specific to a particular geographic 
location, thereby decreasing time required for processing said information limited an 
amount of information. 
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Conclusion 

Any inquiry concerning tliis comnnunication or earlier comnnunications from tlie 
examiner sliould be directed to Igor Borissov whose telephone number is 571-272- 
6801 . If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, John W. Hayes can be reached on 571-272-6708. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 

/Igor N. Borissov/ 

Primary Examiner, Art Unit 3628 

03/06/2008 



